SolutionsPT Whitepaper:

Security - The Industrial Evolution

solutionsPt

Industrial Automation Solutions




SolutionsPT Whitepaper

Security - The Industrial Evolution

IT Security has always been the remit of the IT
department but as integration of enterprise
with plant oor gathers pace the enabling
technologies deployed must o er more than
just commercial level protection. Industrial Real

SCADA the Hackers back door?

Security is and has always been an issue of IT policy;
Manufacturing operations including SCADA and MES is
increasingly becoming part of or connected to a company's
corporate IT environment. The SCADA industry and the
SCADA user are therefore required to adopt proven IT
techniques for security and ensure that they deliver results
in SCADA application. SCADA is not immune to Virus, Worm,
Trojan or Mal-Ware attacks. SCADA systems are vulnerable in
all areas including the widespread use of portable PC based
programming units at the PLC and System diagnostic level.
More worryingly SCADA systems are now actively targeted
by Hackers.

There is increasing organisational, governmental and media
attention to SCADA security. There is a post 9/11 measured
real threat to strategic installations (power, water, food)
which is directly about SCADA as opposed to corporate IT.
There are initiatives in the UK
and Ireland that re ect the
programmes in the US by the
Dept of Homeland Security. This
is currently to be seen in Power
generation, but it is predicable
that this will extend its gamut especially to gas distribution
and water; quote UK media, UK government is very anxious
about Water .

When considering the issue the subject breaks down into
many areas, in many cases these are well de ned by IT usage;
access permission to a system, using IT standards for access
management such as permissions within Active Directory
and guarding against unauthorised changes to SCADA and
Controllers (the internal problem).

Time Manufacturing needs more than ordinary
commercial IT security solutions. Rigorous
industrial security must be in place, must be
compliant with S99 standards and integrate with
the IT enterprise infrastructure.

Actions involve taking measures against threats that are
in most cases external, such as Virus, Worm, Trojan, Mal-
ware, Hacking to take over control (terrorism included)
and Hacking to generate adverse publicity. In other cases
measures need to be taken for internal reasons; to protect
against disgruntled employees,
accidental incorrect operation,
and revision control.

Generic security actions
include Data Protection,
Data Encryption, Network
Protection, and Identity
Protection (steal the identity, steal the access permission)

In the context of this paper Security is not about CCTV,
Physical Access Control, Time and Attendance, Video (other
than in-process machine vision), Security personnel, Asset
management and tagging although these are allied issues
to total security.

It is not without some irony that a key objective for SCADA
vendors for many years has been one of open systems
whilst the traditional DCS vendor line was closed systems
are deterministic and secure . The bene ts of using open
systems outweigh the e ort to make them secure, but one
has to make thate ort.

The bene ts of using open systems outweigh the
e ortto make them secure, but one has to make
thate ort

The canvas that describes Security and SCADA is large and
painted with many colours, a SCADA supplier and a SCADA
user should take appropriate actions about hacking with
Firewalls, and Virus, Worm & Trojan with Antivirus. Even
these straight-forward issues have their problems in that
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commercial IT solutions may not be e ective in industrial
information and especially not in real-time control. This is
easily demonstrated by considering an Antivirus application
deciding that a critical control message is a virus and
blocking it. More subtle and elusive threats are caused by
VPN ports for remote access being inadvertently left open
owing to poor housekeeping.

A very real issue is that during a recent conference of
hackers (1), the Black Hat Conference, they included a
workshop on how to attack industrial systems at SCADA
and Controller Level. This was in the form of a tutorial and
even by casual inspection it was noticeable that none of this
looked too di cult.

Historical and documented cases include that in the US

a Nuclear plant was hacked and required manual safety
shutdown check Alabama Nuclear on Google. Also
access to corporate systems from manufacturing is seen
as a soft entry access point. The reported cases of hacking
in industrial systems are few and far between, this is not
because it is not happening but more to do with adverse
publicity and brand value protection. However, an
organisation has been mooted for anonymous logging of
attacks.

In the UK a Whitehall (Home O ce) committee modelled
on US Dept Homeland security is up and running,
concentrating on Power, Gas and Water there is a big issue
with water as antiquated communications are used over a
wide area, and a knock on of an attack would have an e ect
on food production and many
other activities. The Home

O ce categorises SCADA
security as an espionage risk
and also with the possibility

of extortion (aHome O ce

de nition) via SCADA hacking.

The industry, in the main, adopts Microsoft security
positioning probably much helped by the release of Vista
in addition to many IT security tools. Research has also
revealed a common belief in that in pharmaceutical itis all

taken care of by FDA requirements which may or may not
be wholly true.

Summarising the problem makers these can be

identi ed as Wireless (through incomplete protection and
inappropriate use despite MAC registration, encryption
and passwords), MES integration the default technology
that allows SCADA to potentially threaten the enterprise
(despite its many functional advantages), uncontrolled and
unmanaged use of portable PCs used for ad hoc system
access, remote maintenance and the biggest problem of all,
stand alone legacy systems that were installed in simpler
pre-hacker times that are now integrated through gateways.
Some companies o er Ethernet in-line and NIC devices that
are rmware based that cloak a device to non authorised
users these have been deployed in power stations and
have passed audit by approved system inspectors.

the biggest problem of all, stand-alone legacy
systems that were installed in simpler pre-hacker
times that are now integrated through gateways

Solutions that reduce hacker threats are the establishment
of Policies and Processes (permissions), Access Control,
Biometric login, revision control, the embryonic S99
standard, Virus checkers and associated system security
checkers (used in appropriate areas), device cloaking with
rmware rewalls, the processes around FDA CFR21 (and
electronic records), system validation (linked to above),
and Terminal Services architecture (the central core being
capable of e ective protection).

Careful selection of Industrial computing hardware is also
to be advised. Manufacturers have made very compact PCs
available as SCADA workstations; these have no CDROM
drive, USB ports that can be disabled and other good sense
features.

Protection of SCADA systems is a shared and a joint IT and
Control responsibility; there is no point in denying the well
proven bene ts of system integration to an organisation
simply to avoid the back door access. However, the hacker
will probably nd enough fun in controlling the SCADA
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system itself. There is a well known screen dump of a site
that was apparently hacked saying (in Arabic) | penetrate
your water company as you penetrate my country , probably
not amusing to the recipient SCADA engineer.

Many companies have also taken non-SCADA system
precautions which are e ective, itisincreasingly di cult
to enter a manufacturing plant with a wireless enabled
Smartphone or Laptop. Notices about this show that
network access software is constantly running that this will
show a connection attempt and you will be located! A
similar action is to prohibit email use from SCADA systems
(where itis being used as a shop oor convenience rather
than an operational necessity).

Technology evolution in the Industrial Landscape providing
systems that are open and more accessible has necessitated
the evolution of security measures to make them safe and
secure. Going forward as the Industrial landscape evolves
at ever faster pace an organisation needs to take a holistic
view and plan for the worst case. The subject of SCADA
security is a good example of a company s sta possibly
being too close to the problem, it may therefore be
appropriate to consider experienced external consultancy,
and from those ndings produce an action plan to close
the door to the hacker, and
keep it closed. Security Audits
can be procured from many
companies but beware, only
those that actually understand
SCADA should be approached
or you may end up training
your service provider! In conclusion one can paraphrase the
wartime warning of over sixty years ago SCADA has ears.

To discuss your SCADA/MES security requirements talk to
EmsPT

About Us

solutionsP?

Industrial Automation Solutions

About SolutionsPTfi

SolutionsPT is no newcomer to real-time manufacturing

or management. Through EmsPT we have the skills and
expertise of specialist consultants who have experience
resolving customers critical operational issues across all
industries. With evolutionary technology from Wonderware
and continuous availability computing from HardwarePT
this is why we have been delivering real value to customers
business for over 20 years.

EmsPT, HardwarePT, Wonderware United Kingdom and
Wonderware Ireland are divisions of SolutionsPT- formerly
Pantek Ltd
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